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Non-Cooperative Wi-Fi Localization & its Privacy Implications

All Abedi Deepak Vasisht
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ADSTRACT
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Figure 1 Chrervicw of WiPeep

B1: AR5

RIEIES, Bl ELHRE B brigs BB R A s saty (M) , RG] DIBHEZITEANL B8
W RIS R . AR ER20E T, EEAT10% (NUTEANLRIDEIAET )

2. Wi—Peepik & /RA

December 2022 / ON The Road



Member
& Marketing

bR Sibhin

TR T 228 TE AL B Wi-PeepfIE FIG I EURME, Bdifv —BrErfs 2 B H bRk & 1
MACHIE, XEE B REFR S, DA MACHIHER AT E (BB ARE R Wi-FEEA L) -

S Destnation ™ info
Ol b2 Fake beacon| 4c:9e:ff:9f:02: ff:ff:fr:ff:ff:ff ff Beaco
Zzidr:::::;: dc:ef:ca:45:c2: 4c:9e:ff:9f:02: Null -

S 58:d5:0a:6b:fe: 4c:9e:ff:0f:02: Null -
dc:72:9b:e9:9d: 4 s 2c:0e:3d:ba:21: 4c:9e:ff:9f:02: Null -
58.d5:0a:6b:fe:w “""m_"“""d 94:e4:ba:4a:75: % | dc:9e:ff:9f:02: Null
d4:e6:b7:54:ba: % devices dc:72:9b:e9:9d: 4c:9e:ff:9f:02: QoS Ni
2c:0e:3d:ba:21:4 c4:9d:ed:13:e5: 4c:9e:ff:9f:02; Qos N
94:ed-ba:da 754 d4:e6:b7:54:ba: 4c:9e:ff:9f:02: rj-dllJ

3. i@ EARE KR INEE

ZHCGHER T ToF (¥FTHIIR] ) J5EsRE RN Bolr B BRI BRI, e HIRL
B FIAG Erh &k E AR i mEl, B el DUTE el RINEE . A5, BuhEIDOtES

R KT TAIRISIFS (HREEACK R ZIFIAVAER ) o A T iXEsE, Yol LRI & e (e —E
25, WilE kB BT EWI-FNES TR EWi-FEdEE, iiesohit ki AU wi-Fi
BOR” (& Wi-FuBI I — R e, SRR S A A 15 Ak M R a L S AL
SN
WiFi Says “Hi!” Back to Strangers!
Ali Abedi Omid Abari
University of Waterloo UCLA
ali.abedi@uwaterloo.ca nmid{alcs.uc]a.edu
ABSTRACT
WiFi petworks employ anthentication and encryption mechanisms o chiletgr. .
to protect the network from being accessed by unauthorized devices. | Fake B |1 Erame ﬁ
Therefore, WiFi communication should be possible only betareen :
devices inside Lthe same nelwork, However, we hove Tound Uhal all 1 Adies posn Viclim Amacker
- vt OEL Metwork ______°

existing WiFi devices send back acknowledgments (ACK]) to even

fake packels received from WiFi deviees outside of their network,

Wi call this behavior Palite WiFi since WiFs devices respond to all
packets even those coming Trom strangers!

In this paper, we discover the Polite WiFi brhavier for the first
time. We also examine this behavior on over 5,000 WiF devieea
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Figure 1: WiFi devices send an ACK for any frame they re-
ceive without checking if the frame is~. Od. .
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WiFi Client Device WiFi Access Point
Vendor # devices || Vendor # devices
Apple, 143 Hitron 723 |
Google 102 Sagemcom 601
Intel iy Technicolor 410
Hitron 65 eero 195
HFP 63 Extreme N, 188
Samsung, 56 Cisco 156
Espressif 47 HP 1014
Hon Hai 46 TP-LINEK 101
Amazon 41 Google &0
Sagemeom k] D-Link 75
Liteon 43 NETGEAR 69
AzureWave 30 ASUSTek 51
Sonos 30 Aruba 46
West Labs 27 smartRG, 44
Murata 24 Ubiquiti M, 33
Belkin 20 Zebra 35
TP-LINK 20 Pegatron .t
Cisco 16 Belkin 25
ecobee 13 Mitsumi 25
Microsall 13 Apple 19
(Others 630 (Others 789

[ Total | 1523 || Total | 3805
Table 2: List of WiFi devices and APs that respord to our
fake 802.11 frames. sl
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Figure 5 The measured CS1 of acknowledgments received from a victim device. The variation of CS1 ¢ -Ir-..i.“',i.‘hljx eakaial
information such as activities and even the text typed on this device,
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